SO Y TE THANH PHO DA NANG CONG HOA XA HOI CHU NGHIA VIET NAM
BENH VIEN PHOI Poc 1ap — Tw do - Hanh phic

S6: 800 /TM-BVP Pa Ning, ngay 01thingl Jam 2025
V/V mdi cung cép thong tin chao gia cho
thué thiét bi tuong lra (firewall) trién
khai tai Bénh vién Phoi Pa Néang 2025

THU MOI
V& viéc moi chao gia dich vu thué thiét bi twong la (firewall) trién khai tai
Bénh vién Phoi Pa Néng.

Kinh giri: Cac nha cung cép tai Viét Nam
Bénh vién Phoi Pa Ning hién c6 nhu cau tiép nhén béo gia dé 1am co s¢ cho ké

hoach thué thiét bi tuong Itra (firewall) trién khai tai Bénh vién Phoi Pa Nang vai cac
noi dung cu thé nhu sau: .

I. Théng tin cia don vi yéu cau bao gia

1. Pon vi yéu cau bao gia: Bénh vién Phoi Pa Ning.

2. Thong tin lién hé ciia bd phan tiép nhan bao gia: Phong To chirc Hanh chinh -
Bénh vién Phoi Pa Néing, 215 Nguyén Dinh Tt, phudong Hoa Khéanh, TP. Pa Nang.

S6 dién thoai lién hé: 02363767626

3. Céch thirc tiép nhan bao gia: Nhan truc tiép hodc guri thu vé dia chi: Bénh vién
Ph6i Ba Nang, 215 Nguyén Binh T, Phuong Hoa Khanh, TP. Pa Nang.

File mém/ ban scan giri vé dia chi email: benhvienphoi@danang.gov.vn

4. Thoi han tiép nhan bao gia: tir ngdy diang thu moi dén 16h ngay 05 thang 12
nam 2025.

* C4c bao gid nhan dugc sau thoi diém néu trén s& khong duoc xem xét.

5. Thoi han c¢6 hiéu luc cta bao gia: THi thiéu 60 ngay

I1. Ndi dung yéu ciu bao gia:

1. Danh myc dich vu: Chi tiét theo Phu luc dinh kém.

2. Dia diém cung cép dich vu: Bénh vién Phoi Pa Ning. 215 Nguyén Dinh T,
phudng Hoa Khanh, TP. Pa Nang.

Noi nhin:
- Nhu trén;
- Luu: VT, TCHC.



mailto:benhvienphoi@danang.gov.vn

Phu luc

DANH MUC DICH VU THUE THIET BI TUONG LUA
TRIEN KHAI TAI BENH VIEN PHOI PA NANG NAM 2025

(Kem theo Thu moi chao gida ngay .... thang ..... nam 2025)
S6 Thoi
STT Hang muc lwong bVT gian
T S . . 12
Thué thiét bi twong lira (firewall) 1 Goi Théng

Thiét bi twong lira - Firewall

- Cong mang:
+>1 cong console
+>1 cong USB
+>2 cong GE RJ45 WAN port
+> 8 cong GE RJ45 Ethernet
- IPS Throughput: > 2.5 Gbps
- NGFW Throughput: > 1.5 Gbps
- Threat Protection Throughput: > 1.3 Gbps
- Firewall Throughput (1518 / 512 / 64 byte, UDP): >
10/10/10 Gbps
- IPSec VPN Throughput (512 byte): > 7.1 Gbps
- Application Control Throughput: > 3.6 Gbps
- Firewall Latency (64 byte, UDP): <2.46 us
- Firewall Throughput: > 15 Mpps
- Concurrent Sessions (TCP): > 1.4 triéu
- New Sessions/Second (TCP): > 100.000
- Firewall Policies: > 5.000
- IPsec VPN Throughput (512 byte): 7.1 Gbps
- Gateway-to-Gateway IPsec VPN Tunnels: > 200
- Client-to-Gateway IPsec VPN Tunnels: > 500
- SSL Inspection Throughput (IPS, avg. HTTPS): >
1.4 Gbps
- SSL Inspection Concurrent Session (IPS, avg.
HTTPS): 140.000
- Application Control Throughput (HTTP 64K): > 3.6
Gbps
- CAPWAP Throughput (HTTP 64K): > 6.8 Gbps
- B4do mat:
+ IPS (Intrusion Prevention System)
+ VPN (SSL VPN, IPsec VPN)
+ Xac thuc multi-factor authentication
+HO tro cac phuong thirc xac thuc qua
Windows AD, terminal servers, access portals,
mail services
+ Antivirus,  Antispam,  Web Filtering,
Application Control, DDoS protection...
+ Web Application Firewall (WAF)
- WAN load balancing (weighted) algorithms by
volume, sessions, source-destination IP, Source IP,
and spillover




- High Awvailability: hd trg Active-Active, Active-
Passive, Clustering

-Hd trg cac tinh ning: Trusted Platform Module
(TPM), Bluetooth Low Energy (BLE), Signed
Firmware Hardware Switch

- Traffic shaping and QoS per policy or applications:
Shared policy shaping, per-IP shaping, interface-
based traffic shaping, maximum and guaranteed
bandwidth, maximum concurrent connections per IP,
traffic prioritization, Type of Service (TOS),
Differentiated Services (DiffServ) and Forward Error
Correction (FEC) for VPN support

- Nhiét do hoat dong: 0°C dén 40°C hoic cao hon

- Nhiét d6 hoat dong ciia bd luu trit: -35°C dén 70°C
hoac cao hon

- Po 4m hoat dong: 5% dén 90% hodc cao hon

- Ban quyén chinh héng, gém: hd trg phan ctmg, hd
tro ky thuat, cac services bao v€ Unified Threat
Protection nhu IPS, Advanced Malware Protection,
Application Control, URL, Antispam Service, ...

Trién khai, cai dit, cau hinh va tich hop hé thong

- Khéo sat va xay dung phuong an trién khai pht hop
v6i hé thong CNTT hién hiru
- Trién khai, cai dat, cau hinh va tich hop Firewall
vao hé théng CNTT hién hitu, bao gom:
+ Thiét 1ap cac chinh sach truy cap thiét bi tir xa
+ Cai dat thong tin cac cong dau ndi cia thiét bi
+ Khai bdo DNS, NTP, Timezone.
+ Cai dat dinh nghia cac phéan vang inside,
outside, DMZ
+ Quy hoach va cai dat dia chi IP cho cac phan
vung inside, outside, DMZ
+ Cai dat chuc nang NAT, Routing
+ Thiét lap cac cac ddi tuong, Services, action,
address, bandwitdh, email, content.
+ Thiét 1ap cac cac chirc nang 16p 4, cac chinh
sach quan Iy truy cap inside, outside, DMZ
+ Thiét 1ap cac cac chtrc nang 16p 7, chinh sach
quan ly bang thong, quan ly truy cap, chinh sach
quan ly img dung.
+ Thiét 1ap cac cac chirc nang phat hién, phong
chéng virus, phong chong xam nhap hé thong
+ Thiét 1ap cic c4c chirc ning giam sat log
monitor, packet, bandwidth, threat
+ Kiém tra hoat dong cua thiét bi
+ Backup
- Kiém thir & t61 wu hiéu suat hoat dong hé thong
- Bao gom moi thiét bi va vat tu phy khac, dam bao
thiét bi tuong Iira két ndi, bat tay va hoat dong on




dinh cing h¢ thong CNTT hién hiru

Ho tro van hanh, xir ly

- HO tro kiém tra, xtr Iy cac su ¢d phat sinh

- HO tro thay d6i chinh sach, cu hinh theo yéu cau

- HJ tro moi vat tu phu clng thiét bi lién quan dén
thiét bi tuong lira trong qué trinh cho thué néu ¢

- Onsite hd tro kiém tra & xir 1y khi c6 yéu cau
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